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NotifcationManager NotifcationManagerService PermissionHelper PermissionManagerService

enqueueNotificationWithTag

¥

checkDisqualifyingFeatures

[ )

1. #ENotificationManagerService#checkDisqualifyingFeatures& 24X
2. EPermissionManagerService#checkPostNotificationsPermissionGrantedOrLegacyAccesiKRERN R R

1u[2B03o0d104P3|qOUISUOIIDIIIIONSID




A AR

KRR EL

fﬁgglean checkDisqualifyingFeatures(int userId, int uid, {int id, Stri;E\
tag,

NotificationRecord r, boolean isAutbgroup) {
Notification n = r.getNotification();

boolean isBlocked = !areNotificationsEnabledForPackageInt(pkg
ufid) ;
synchronized (mNotificationLock) {
isBlocked |= isRecordBlockedlLocked(r);
}
if (isBlocked && !(n.isMediaNotification() || isCallNotificat]
on(pkg, uid, n))) {

if (DBG) {
Slog.e(TAG, "Suppressing notification from package " +
r.getSbn() .getPackageName ()
+ " by user request.");
¥
mUsageStats.registerBlocked(r);

return false;

return true;

/66;erride ﬂ\\\

public 1int checkPostNotificationsPermissionGrantedOrLegacyAccess(int uid
int granted = PermissionManagerService.this.checkUidPermission(uid,
POST_NOTIFICATIONS);
AndroidPackage pkg = mPackageManagerInt.getPackage (uid);
if (pkg == null) {
Slog.e(LOG_TAG, "No package for uid " + uid);
return granted;
¥
if (granted != PackageManager.PERMISSION_GRANTED
&& pkg.getTargetSdkVersion() >= Build.VERSION_CODES.M) {
int flags = PermissionManagerService.this.getPermissionFlags(pkg.g
POST_NOTIFICATIONS, UserHandle.getUserId(uid));
if ((flags & PackageManager.FLAG_PERMISSION_REVIEW_REQUIRED) != 0)
return PackageManager.PERMISSION_GRANTED;

¥

}

\{\¥return granted; 4///




(privote static void convertCompatPermissions(ParsingPackage pkg) {
for (inti = 0, size = CompatibilityPermissioninfo. COMPAT PERMS.length; i < size; i++) {
final CompatibilityPermissioninfo info = CompatibilityPermissioninfo. COMPAT PERMSIil;
if (pkg.getTargetSdkVersion() >= info.getSdkVersion()) {
break;

if (Ipkg.getRequestedPermissions().contains(info.getName())) {
pkg.addimplicitPermission(info.getName());

\}}

j

o

public static final CompatibilityPermissioninfo[] COMPAT PERMS =
new CompatibilityPermissioninfo[]{

new CompatibilityPermissioninfo(Manifest.permission.POST NOTIFICATIONS,
android.os.Build.VERSION CODES.TIRAMISU),

new CompatibilityPermissioninfo(Manifest.permission.WRITE_ EXTERNAL STORAGE,
android.os.Build.VERSION_CODES.DONUT),

new CompatibilityPermissioninfo(Manifest.permission.READ PHONE STATE,
android.os.Build.VERSION_CODES.DONUT)

ﬂrivate void createNotificationChannelsimpl(String pkg, int uid,

o 0o o o o o

Rz FA 2 i@ 20 5R1E B B 2R 4%

55 il AR 5 SR @ R0 AR

o 0o o 0o o o

\

for (inti = 0; i < channelsSize; i++) {

if En;ethalicyFileChange) {

ParceledListSlice channelsList, int startingTaskld) {
List<NotificationChannel> channels = channelsList.getList();
final int channelsSize = channels.size();

}

o o o o

if (!hadCohanneI && hasChannel && 'hasRequestedNotificationPermission

&& startingTaskld != ActivityTaskManager.INVALID TASK ID) {

Fnlo-ld)nalérfpost(new ShowNotificationPermissionPromptRunnable(pkg,
UserHandle.getUserld(uid), startingTaskld,

mPermissionPolicyInternal));

PS: #tERHZiEEshouldForceShowNotificationPermissionRequest
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SHWEE: WTFBAFRAN Android 13, @4CREAD EXTERNAL STORAGERR
TERS:
® % READ EXTERNAL STORAGE R4k 9 3 MRR : Y

READ MEDIA IMAGES ||» ond othe audiofles on this
READ MEDIA VIDEO
READ MEDIA AUDIO

® [/ StHI E#1%F READ_ EXTERNAL STORAGE #X[R #7705 B iRIE KiX L BN AN S ANBR,;
® Birr&57A Android 13 N AIFLRBEMNAIZEEAXHE, BHHEUTREZ—:

4 N E¥RE READ MEDIA IMAGES #XFRalihia MediaStore.Images IRRES PRI {4

Alow

Don't allow

4 N B3RS READ MEDIA VIDEO #XFRoJifia] MediaStore.Video A& S I

-k/B8

4 S E 3RS READ MEDIA AUDIO #XBR oI MediaStore.Audio RS & S B 4

ps: A R4EEEER READ MEDIA IMAGES 4XBR#0 READ MEDIA VIDEO R, MR HM—NRSRIREIEIE,
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Context con
pid,
uid,
String packageName,
String attributionTag,
targetSikIsAtLeastT) {

gtring pemission = targetSdkIsAtleastT 7 READ WEDIA INAGES : READ EXTERNAL STORAGES

1f (IcheckPemissionForPreflight(context, pemission, pid, uid, packageName)) {

return checkAppOpAUlowingLegacy(context, OPSTR_READ MEDIA IMAGES, pid,
uid, packageName, attributionTag,
generatedppOphessage(packageName, sOpDescription.get(]));

READ_MEDIA_IMAGES

FREEEFA:

checkPemissionReadyideo
Context context,
pid,
uid,
String packagelame,
String attributionTag,
targetSdkT: {
1 = targetSdkIshtL

String pem 7 READ JEDTA VIDED : READ EXTERNAL STORMG;

1f (!checkp nForPreflight(context, pemission, pid, uid, packageNane)) {

return chackAppOpAllowingLegacy(cantext, OPSTR READ MEOIA VIDEQ, pid,
uid, packageName, attributionTag,
generatedpp (packagellame, s

READ_MEDIA_VIDEO

cription.get(})):

FIEF5|BRZSAndroidays a4, READ EXTERNAL STORAGERY

maxSdkVersioni& A32,

PheckPem
Context context
pid,
uid,
String packageName,
String attributionTag,
targetSdkIsAtLeastT) {

s1onReadAudio(

String permission = targetSdkIsA ? READ MEDIA AUDIO : READ EXTERNAL STORAGE;

if {!checkPemn

retum

nForPreflight(context, pemission, pid, uid, packageName)) {
} ;

return checkAppOpAllowingLegacy(context, OPSTR READ MEDIA AUDIO, pid,
uid, packageName, attributionTa
generateAppOpMessage(packageName, sOpDescription.get()));

READ_MEDIA_AUDIO
4 )
manifest
<!-- Required only if your app targets Android 13. -->
<!-- Declare one or more the following permissions only if your app needs
to access data that's protected by them. -->
<uses-permission android:name="android.permission.READ_MEDIA_IMAGES" />
<uses-permission android:name="android.permission.READ_MEDIA_AUDIO" />
<uses-permission android:name="android.permission.READ_MEDIA_VIDEO" />
<!-- Required to maintain app compatibility. -->
<uses-permission android:name="android.permission.READ_EXTERNAL _STORAGE"
android:maxSdkVersion="32"|/>
plica
ti
N v
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BF o LUEE IRERMTIEBIWi-Fi APFIEESF iR REMMRENNVE, SRRERIENABREFHREFEWI-FIR#EER,

PRIEXENHEZEFAEGNENE, & Andr0|d13 th, §3ﬂﬂ1¢4€rWi FifdfE 5 ENRES B (Android S EBTHD
fIBHE), Android 13 AEBIZESREE Wi-Fi i”&,m EZBI N BN NEARBY WIFI DEVICES ‘_’_ETWBE

(BT NEARBY DEVICES #XR4H),
Yes

S Al :

o LA PR BV B

= SDK hRAIZA 32

[ 5% :HTF NEARBY WIFI DEVICES A R{MXER T Android 13 S4E S AR,
RI{REEXT ACCESS FINE LOCATION BIFRFERBE, LAMBIEEHRIA S

‘MO TREME., ZII]% GORLARSERE Wi-Fi APl EEMEMBRES,

//:manifest e

121 SERMRA N BirFENARE I LRI Wi-Fi ERIREER

\\ixmanlfest>

<application ...>

</application>

<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"

android:maxSdkVersion="32" />

~

/

LA Android 13 N EHRFEER, WRNAASEID Wi-Fi APl #ESYIEAE, 15
BB usesPermissionFlags BI4i& A neverForLocation,

<manifest ...=>

</application>
</manifest>

PA Android 13 S E SR A BirEFE NN E LR Wi-Fi EENRRER

<uses-permission android:name="android.permission.NEARBY_WIFI_DEVICES"
android:usesPermissionFlags="neverForLocation" />
<application ...>
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TEAT:

o SZNIE (NEARBY WIFI DEVICES) B9 API:
WifiManager: startLocalOnlyHotspot()
WifiAwareManager: attach()
WifiAwareSession: publish(). subscribe()
WifiP2pManager: addLocalService(). connect(). createGroup(). discoverPeers().
discoverServices(). requestDevicelnfo(). requestGroupinfo(). requestPeers()
WifiRttManager: startRanging()

startLocalOnlyHotspotiZ[EXREIEIIEL

(allof
android.Manifest.pe

BtartLocalOnlyHotspot(LocalOnlyHotspotCallback callback,
ler handler) {

ack callback,
T ; : new HandlerExecutor(handler);
new HandlerExecutor(handler); executor. callback)-

executor, callback); a
}

o MEZMBEEME (ACCESS FINE LOCATION ) HIAPI:
WifiManager: getScanResults(), startScan()
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® BRhRZAN A Android 13 VA LN,

O W AE T #BiEIEsfEE RECEIVER EXPORTED & RECEIVER NOT EXPORTED, &, SfE=idiEM Bl

2B, REHESHE SecurityException;
O Lt TE /) Android SER 2 BIA {44 HRIRELE ;

/ﬁ EELMEEEE

1) #R
LAANndroid 125 B F&a89RA (target APl #R5131) |, IFEESA intent filters #thadactivities, services, broadcast recelvers, RIH#FHEERN FAEETTAE

android:exportedi®ts, FARSIFRENRARMSARN.

EIEEEEE:
https://developer.android.com/about/versions/12/behavior-changes-12#exported
2) HBEEW

=
Android Studio 2020.3.1 Canary 11528 /SkE=
EE R HRL R ES:
When using intent filters, please specify android.exported as well
HESHSEUMEEN, SEalERER:
Manifest merger failed : Apps targeting Android 12 and higher are required
to specify an explicit value for android:exported when the corresponding \
component has an intent filter defined.
|Bk=ANdroid Studio
HNRESHRFUGERF, LogratRTRATERHER:
Installation did not succeed.
The application could not be installed: INSTALL FAILED VERIFICATION FAILURE
List of apks:
Q]‘“ ../build/outputs/apk/debug/app-debug.apk’
lation failed due to: ‘null'

\

MEEFNASSERintent filter{E5/A8Handroid:exportedgdActivity, Service, broadcast receiver, FEIIEFSFERI T SHEHE, BEEETEEArNAndroid StudiokR

e p

// This broadcast receiver should be able to receive broadcasts from other apps.
This option causes the same behavior as setting the broadcast receiver's

/] "exported" attribute to true in your app's manifest.

context.registerReceiver(sharedBroadcastReceiver, intentFilter,
RECEIVER_EXPORTED) ;

For app safety reasons, this private broadcast receiver should **NQT**
be able to receive broadcasts from other apps.

context.registerReceiver(privateBroadcastReceiver, intentFilter,
RECEIVER_NOT_EXPORTED) ;

Android S EL£MEHERH

NG v

Android 13 EZ£itSH _E TIGEMBEES

FREEERAN: BTENASIBAjore2EX



A FE: Android 13 BT HMIRERERNE, ARTRENREE, BEIMNER
BINGEtR PIEERERTAE,
TEANS:
o F ) XMITEHIIZEN (BABIMRsetPrimaryClip, B1; iEgetPrimaryClip, B2) B,
SEE—NMER, timeout (60min) /&, BHEREWRREFFHAS., BI60minA,
WR—EREEAEURNEE, BWRNASSHEBEMNER, LEIGMINEEIERN.

How does copy & paste of data work?

]2

Lu-:md setPrinaryCl3p(Cliphsta clip, String callingPackage, @serldlnt int userTd) { \ @verride
checkAndSetPrinaryClip(clip. callingPackage. userld. callingPackage) Override
public ClipData getPrimaryClip(String pkg, @UserIdInt int userId) {
final int intendinglid = getIntendingUid(pkg, userId):
final int intendingUserId = UserHandle. getUserId(intendinglid):
if (!clipboardiccessAllowed (AppOpsManager. OP_READ_CLIPBOARD, pkg,
intendinglid, intendingUserId)
|| isDeviceLocked(intendingUserId)) {
t int userld. String sourcePackage) { return null.

Bverride
veid setPrimaryClipAsPackage(
5, a1l

et

zo, usorld, seurcePackase)

synchronized (mLock) {
llizgPackags, try {

addActiveOwnerLocked{intendingllid, pkg);
checkDatadwner (clip, intendinglid) } catch (SecurityException e) {
T / Permissi could not be granted — URI may be invalid

scheduleAutoClear (user[d)

setPrinaryClapInternallocked(clip, intendinglid. sourcePackage) Slog. i(TAG, on to prim

1 ould not grant perm lip. Clearing clipboard.”);
! setPrimaryClipInternalLocked(null, intendingUid, pkeg):

private void schedulefutoClear it userld) { .
final long oldidentity = Binde gldentity () , return null :
ey

if (evicContsz, getbonlan (evi coComs s £, MAVESPACE_CLIPBOARD,
PROPERTY_AUTO_CLEAR_ERABLED, trus))
*ClipbaardCl 1 ages(ClipboardCleariidler. MSG_CLEAR,
userld)

PerUserClipboard clipboard = getClipboardLocked(intendingUserId);
showAccessNotificationLocked(pkg, intendinglUid, intendingUserId, clipboard);
B e e ity notifyTextClassifierLocked(clipboard, pkg, intendingUid):

|h>..,u,| if (clipboard. primaryClip !'= null) {
SeheduleAutoClear (userld) ; ) \

\’ | Bimden remtoreCallincldeatity ol dldemtits): / \ }

= Ne:
ClipbeardClearHan

abtain(nCl
SC_CLEAR,

Tessa
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@ FTIEIBRREAD_BASIC_PHONE_STATE , FMiFF—LAPKIAELREAD_PHONE_STATEXMEBEANIR
O RIFLAFEIAIR ASAEFRE | BIEMEEE. RARTEHER.

getDeviceSoftwareVersion(). getDataNetworkType(). getVoiceNetworkType(). isDataEnabled() ....
® /5FREAD PHONE_STATE{RIAZERN

(7% B
* Returns the software version number for the device, for example,

* the IMEI/SV for GSM phones. Return null i1f the software version is
* not available.

L] p

ny

@RequiresPermission(any0f = |{
android. Manifest. permission. READ PHONE_STATE,

android. Manifest. permission. READ BASIC PHONE STATE] )
@ullable

public String getDeviceSoftwareVersion() {
return getDeviceSoftwareVersion(getSlotIndex())
H

- y




= BRillegacy appsEI A TEX I HMMANMBER.
BHEE: MEEITHRRSZEXETHRE BN EFAS BREIRE
TEAS:
® 7t Android 13 £, TZEBE THRS TEHAHMNEBEMBEER
® 7t Android 13 Z &I, 1R =ZlegacyModefINAH, HEHAS
WRITE EXTERNAL STORAGEFE, RUUTHIIEMNENER
ABins (AP :
1. RZAfEADownloadProvider AaifiaE A Hexternal AEBER, tbi0
[storage/emulated/0/Android/obbldata/XXX/

@E@Eﬂ@ﬂ?u Android 10 (API 431 29) HEERAAERFES, EOLENEERRNEBTERSXEMRE. N, Tlﬂ\
B4} Android 10 ABHRES, NEEENAERIEENEDS requestlegacyExternalStorage BUEIREA true :

<manifest ... >
-- This attribute is "false" by default on apps targeting
Android 18.
<application android:requestlLegacyExternalStorage="true" ... >

</application>
</manifest>
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—. Profile Owner

ProfileOwner 2FE V4SS, MAndroids 0FFIEHEH.

=. EkHProfile Owner

2.1 RRUR

EfFRRFER AProfileOwner, EEREFRERFIR:
1.AndroidManifest3Z{-pmanifestiRasamin :

android:sharedUserId="android.uid.system"

2 frappiibuild.gradleFR{ERERRES

-

HERFPHREERE—Profile Ownerfgfr, fERFEIRE AProfileOwner/SEEEUH, ITEEHS, FRLISERE, REREH 8=,
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SHEE: Android 13 #EH T LA TN B RIFIETE
TEAS:
® i T AR ERBINAEFRAN " ZR" NAEFERFEEREIN ,
ORFE 8 XIRESHENNAER, IRAFPSE—1HEIENANRSNNAER, RALS
BN AR A ERT",
OENNAE 24 /NRIBERTEZSH B4 E.
AppBindServiceEventsTracker/AppBroadcastEventsTracker
OENNEE 24 /NERERE T ASRIRSHEMEBE, AppBatteryTracker
o SAFKNAEFETESBMERAN"ZR RSN, NARERRITEFRE,
OXEBHMa &8RS
OMER S RSSNTEBIR
OA=fE& Alarm
OAR<jobfEd (PAL Android 9 FAEBIFLA)
> Android 13 AB#rFER: RIEFNBREMRREES, SNREAEE &
BOOT COMPLETED, LOCKED BOOT COMPLETED
o FTNREAEHN, REAFESBHEIEFERIKBIZTHNIERS.
O Android 13 SIAT—MHRNRSERN, SENNEE 24 /NERERE T AEIRSEHBBER,
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